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Problem:
Automatically
ldentifying Legal
Principles

Goal: Law at Cyber Speeds Step 1:

If we are to enable the creation of
Automatic Cyber Targeting Systems
to respond in network time to cyberattacks, we must
be able to do legal analyses at network speeds.

|dentification of and reasoning from
case precedents relies on legal
principles; computers currently have
no ability to extract legal principles in
an automatic and dynamic way.
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Test Domain: Probable Cause

Example Legal Case:
US v Mays 466 F.3d 335 (2006)
Police officers conducted two controlled purchases of “crack” cocaine from an
address in Shreveport, Louisiana. For the first transaction, a confidential St 2 . S t A t t
informant allegedly purchased 0.3 grams of “crack” cocaine for $20 from a e p . el | Ia n |C n nO a |O n
black male named “Melvin.” For the second transaction, the same informant (Finlayson 2008, 2011)
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Step 3: Run Analogical Result: Extracted

Legal Principles

(Finlayson 2009, 2011)

(1) The boy and girl were playing. He chased her, but she ran away. She thought he was gross.

chase think boy

(2) The man stalked the woman and scared her. She fled town. She decided he was crazy.
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Evaluation: Compare with Legal
Principles explicitly identified in
the case review
Capabilities Enabled
« Automatic identification of
relevant legal precedents
1 » Automatic discovery of
" "3 emerging legal frameworks
« Automatic Cyber Targeting
systems to respond in network
time to cyberattacks
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