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STPA Opera tiona lizes  USAF Cyber 
Cons truc t 

From Cyber Security to Mission Assurance 
 

Improving Campaign Mission Assurance 
How can we complete campaign mission 
across a wide range of degradations? 
 

Current gaps: 
1) Emergent system properties ignored 
2) Assurance restricted to tactical level 
3) Ignores Operational (campaign) Design 
 

Solution: 
1) Use systems thinking 
2) Leverage safety-guided design 

System-Theoretic Process Analysis—
(STPA) 
 Identify system goals, accidents &  
   hazards 
 Create control structure 
 Create process model 
 Identify unsafe control actions: 

  providing causes hazard 
 not providing causes hazard 

 Identify critical threat scenarios 
 Redesign system & iterate 

 

- Finish STPA of representative campaign 
design (& modifying STPA for military 
context)   

- Conduct pilot experiments 
- Prepare materials for training workshops 
- Conduct experiments on design groups 

(STPA, control) in cyber-focused exercises 
measuring design “faults” (potential 
degrades mission cannot survive) 

Us e STPA to  Find  & Correc t Campaign  Des ign  
Flaws  

Methodology: Leveson 2011 
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